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- The MAiUNG DATE of this communication appears on the cover sheet with the correspondence address - 
Period for Reply 



A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 . 1 36(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply vwthin the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent tenm adjustment. See 37 CFR 1.704(b). 

Status 

1)^ Responsive to communication(s) filed on 19 August 2004 . 
2a)M This action is FINAL. 2b)n This action is non-fmal. 

3) 0 Since this application is in condition for allowance except for fomnal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1 935 CD. 1 1 , 453 O.G. 21 3. 

Disposition of Claims 

4) ^ Claim(s) 1-12,16 and 17 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) 0 Claim(s) is/are allowed. 

6) ^ Claim(s) 1-12,16,17 is/are rejected. 

Claim(s) is/are objected to. 

8) n Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) 0 The specification is objected to by the Examiner. 

10)n The drawing(s) filed on is/are: a)n accepted or b)n objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) Including the connection is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 
1 1 )□ The oath or declaration is objected to by the Examiner. Note the attached Office Action or fonm PTO-1 52. 

Priority under 35 U.S.C. § 1 1 9 

12)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)^(d) or (0. 
a)n All b)n Some * 0)0 None of: 

1 .□ Certified copies of the priority documents have been received. 

2. n Certified copies of the priority documents have been received in Application No. . 

3. n Copies of the certified copies of the priority documents have been received in this National Stage 

application from the Intemational Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 
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1 ) □ Notice of References Cited (PT0^92) 4) □ Inten^lew Summary (PTO^I 3) 

2) □ Notice of Draftsperson's Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. . 

3) □ Information Disclosure Statement(s) (PTO-1 449 or PTO/SB/08) 5) □ Notice of Informal Patent Application (PTO-1 52) 

Paper No(s)/Mail Date . 6) □ Other: , 
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DETAILED ACTION 



1. 



This action is in reply to applicant's correspondence of 19 August 2004. 



2. 



Claims 1-17 are pending for examination. 



3. 



Claims 1-17 remain rejected. 



Specification 



The disclosure informalities objection is withdrawn. 



aaim Rejections - 35 USC § 102 



The following is a quotation of the appropriate paragraphs of 35 U.S.C 102 that form the 
basis for the rejections under this section made in this Office action: 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 



4. Claims 1-17 are rejected under 35 U.S.C. 102(e) as being anticipated by Porras et al, U.S. 
Patent 6,704,874 Bl. 

5. As per claim 1 ; "A system for detecting intrusions on a host [col. 1, lines 20-3 1, col 



2,lines 19-38, col. 3,lines 46-62, col. 12,lines 8-59], comprising: 

a sensor for collecting information including events and timestamps from a logfile 
[coL l,lines 34-62, col. 52-65, col. 3,lines 30-40,54-62, col. 6,lines 1-57, col. 
10,lines 39-45, col. 13,lines 15-23]; and 
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an analysis engine configured to 

identify backward and forward time steps in the logfile [col. 3, lines 30-40, 
col. 6,lines 13-col. 7,line 8, col 12,lines 45-58], 
correlate the time steps with events, and 

assign a suspicion value to an event [col. 1, lines 34-col. 2,line 65, col 
6,line 58-col 7,line 8, col 8,lines 37-col 9,line 6]." 

6. Claim 2 additionally recites the limitations that; "The system as recited in claim 1, 
wherein the analysis engine is configured to identify a time step as forward if a timestamp of an 
entry in the logfile is later than an preceding entry in the logfile, and identify a time step as 
backward if a timestamp of an entry in the logfile is earlier than an preceding entry in the 
logfile.". The teachings of Porras et al (col l,lines 34-col 2,line 65, col 3, lines 30-40,54-62, 
col 6,lines 1-57, col 8,lines 37-col 9,line 6, col 10,Hnes 39-45, col 13, lines 15-23) suggest 
such limitations. 

7. Claim 3 additionally recites the limitations that; "The system as recited in claim 1, 
wherein the analysis engine is further configured to use expected activity level in the directory to 
determine the suspicion value,". The teachings of Porras et al (col. 1, lines 34-col. 2,line 65, col 
3,lines 30-40,54-62, col 6,lines 1-57, col 8,lines 37-col. 9,line 6, col 10,lines 39-45, col 
12,lines 8-col 13, line 23) suggest such limitations. 

8. Claim 4 additionally recites the limitations that; "The system as recited in claim 1, 
further comprising a second sensor for collecting information including events and timestamps 
from a second logfile". The teachings of Porras et al (col 1 Jines 34-col 2,Une 65, col. 5, lines 
63-col. 6,line 13, col 7,lines 55-66) suggest such limitations. 
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9. Claim 5 additionally recites the limitations that; "The system as recited in claim 4, 
wherein the analysis engine is configured to correlate a time step in the logfile with an event in 
the second logfile.". The teachings of Porras et al (col. 1, lines 34-coL 2,line 65, coL 5,lines 63- 
col. 6,Hne 13, col. 6,line 58-col. 7,line 8, coL 8,lines 37-col. 9,line 6) suggest such limitations, 

10. Claim 6 additionally recites the limitations that; "The system as recited in claim 1, 
wherein the analysis engine is further configured to filter out expected time steps fi^om further 
analysis.". The teachings of Porras et al (col. l,lines 34-coL 2,line 65, col. 6,line 58-col 7,line 8, 
col. 8,lines 37-col. 9,Une 6) suggest such limitations. 

1 1 . Claim 7 additionally recites the limitations that; "The system as recited in claim 6, 
wherein the analysis engine is configured to filter out expected backward time steps by 
correlating them to Network Time Protocol adjustments.". The teachings of Porras et al (col. 
3,lines 30-40, col. 6,lines 38-57) suggest such limitations. 

12. Claim 8 additionally recites the limitations that; "The system as recited in claim 6, 
wherein the analysis engine is further configured to compute an expected time drift resulting 
from a Network Time Protocol adjustment, and compare a forward time step in the logfile with 
the expected time drift". The teachings of Porras et al (col. 3, lines 30-40, col. 6,lines 38-57) 
suggest such limitations. 

13. Claim 9 additionally recites the limitations that; "The system as recited in claim 8, 
wherein the analysis engine is further configured to compute a standard deviation of the expected 
time drift.". The teachings of Porras et al (col. 3,lines 30-40, col. 6,lines 38-57, col. 8,lines 37- 
67) suggest such limitations. 
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14. Claim 10 additionally recites the limitations that; "The system as recited in claim 9, 
wherein the analysis engine is further configured to label time steps with weighted 
distributions". The teachings of Porras et al (col. 3,lines 30-40, col. 6,lines 38-57, col. 8,lines 
37-67) suggest such limitations. 

15_. Claim 1 1 additionally recites the limitations that; "The system as recited in claim 1, 
further comprising a user interface, and wherein the analysis engine is configured, upon 
correlating a time step to a record of an event in a logfile, to present the record to a user for 
labeling as to suspicion value.". The teachings of Porras et al (col. 7,lines 19-32, col. 9,lines 13- 
20) suggest such limitations. 

16. Claim 12 additionally recites the limitations that; "The system as recited in claim 11, 
wherein the analysis engine is further configured to propagate the suspicion value to related 
events. The teachings of Porras et al (col. 6,Hnes 27-32, col. 7,lines 19-32,56-67, col. 9,lines 13- 
20, col. 10,lines 65-67) suggest such limitations. 

17. As per claim 16, this claim is the method claim for limitations from the apparatus claim 1 
above, and is rejected for the same reasons provided for the claim 1 rejection. 

And further as per claim 17, this claim is an embodied software claim for limitations 
from the method claim 16 above, and is rejected for the same reasons provided for the claim 16 
rejection. 

Response to Amendment 

1 8. As per applicant's argument concerning the lack of teaching by Porras et al of correlated 
time events in the data/event log associated with an assigned suspicion value, the examiner has 
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fully considered the arguments and finds them not to be persuasive. The use of the alert 
management process (i.e., col. 2, lines 16-51) to deal with the data/event log analysis/filtering 
aspects of the anomaly detection (i.e., col. 8,lines 37-61) clearly encompasses *. . . detecting 
intrusions on a host ... a sensor for collecting . . . events and timestamps from a logfile . . . 
analysis engine . . . as broadly interpreted by the examiner. Further, the correlation technique 
looking for interrelated vulnerabilities, over " [a] relatively short time fi-ame" (i.e., col. 8,lines 
37-62) per se, in the context of the invention of Porras clearly is associated v^ith alert parameters 
as examined for "report aggregation including ... timestamp. ." (i.e., col. 6,lines 13-57), which 
further deals with the claim limitations associated with chronological correlation of event 
timestamps (i.e., backward/forward associations). Still further, the filtering, prioritization, etc., 
are event driven (i.e., col. 6,lines 38-57 again), such that "temporal clauses ..." used in the 
report/alert aggregation clearly deals with the backward/forward event of event filtering aspects 
of the claims. 

The claim language specifically dealing with the phrase ' . . analysis engine configured to 
identify backward and forward time steps in the logfile . . is sufficiently broad such that the 
Porras et al aspects of the referenced network based alert management system/methods, would 
therefore be applicable in the rejection, such that the rejection support references collectively 
encompass the said claim limitations in their entirety. 



19. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1. 136(a). 
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A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS fi*om the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1. 136(a) will be calculated fi^om the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS fi*om the mailing 
date of this final action. 



20. Any inquiry concerning this communication or earlier communications fi"om examiner 
should be directed to Ronald Baum, whose telephone number is (571) 272-3681, and whose 
unofficial Fax number is (571) 273-3681. The examiner can normally be reached Monday 
through Friday fi-om 8:00 AM to 5:30 PM. 

If attempts to reach the examiner by telephone are unsuccessfijl, the examiner's 
supervisor, Ayaz Sheikh, can be reached at (571) 272-3795. The Fax number for the organization 
where this application is assigned is 703-872-9306. 



Conclusion 



Patent Examiner 



Ronald Baum 




Application/Control Number; 09/654,347 
Art Unit: 2136 



